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ABSTRACT

With rapid evaluation of technologies, huge amount of critical information
can exchange over unsecure network every day, secure and fast encryption
schemes become more and more urgent need to provide the desirable
confidentiality and thwart unauthorized access, lately and for many reasons,
chaotic based encryption algorithms become more and more popular
technique due to exceptionally superior characteristics such as simplicity,
resistance attacks and high speed, in this paper the advantages of two
nonlinear hyper-chaotic systems will utilized to strength the proposed
encryption algorithm, the random sequences generated from systems will
used to position scramble and value change of the plaintext, the main
features of such method are efficiency, large key space, low computational
overhead, and simple design as well as the experimental results
demonstrate that the proposed method have more ability to thwart attacks.
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1. Introduction

Now days, people and companies exchange huge confidential information over internet and
mobile network, the security of data become critical issue with increase the threat of attacks,
cryptography is must important technique that allow to communication over unsecure network
with preserving the message secrecy, and also support solutions to data integrity, authentication,
non-repudiation etc.[7]

Cryptography can be categorize to Symmetric key cryptography and Asymmetric key
cryptography, Symmetric key include that the sender and receiver will share the same secret key,
during encryption operation, the sender use the key to encrypt the plain text, and through the
decryption operation at the other end the receiver use the key to decrypt the cipher text and
recover the plain text again, commonly examples algorithms like Data Encryption standard (DES)
and Advance Encryption Standard (AES), with Asymmetric key cryptography, public key will
utilized to encrypt the plain text, will the receiver who owns the private key can decrypt the
cipher text and recover the plain text, Rivest-Shamir-Adleman (RSA) algorithm , an example of
this type [12]

Many disadvantages associated the traditional encryption algorithms like high computational
overhead, difficult to understand and inappropriate for real time application, some researchers
propose chaotic based encryption algorithm, that characteristic with many desirable features
such as high security, less computational overhead and easy to implement [10].

To strengthen the security, a new text encryption algorithm introduced based on two hyper-
chaotic systems, the experimental results show more efficiency, fast, desirable security and less
computational overhead.

2.Related work

This section introduced brief summary of present text encryption algorithm based chaotic map,
the British mathematician Matthews was the first who utilized the chaotic map for encryption in
1989, low dimension logistic map generate chaotic sequence which can be used as one time pad
to encrypt text message [5], more and more researchers based chaos for encryption, in[1]
proposed chaos encryption method, three different non-linear low dimension chaos generator are
employ, Pinchers Map, Logistic Map and Sine-Circle Map which are commonly referred in the
literature used to realize application, the cipher needed for encryption is generated by chaos
generators to increase the ambiguity at the same time and to enhance the security of
communication additional nonlinear function is used ,the important advantage of text encryption
with these three chaotic generators is that the encryption can be realized by using
microprocessor or FPGA, the performance analysis of method considering the value of entropy
and time, which demonstrate that the proposed algorithm is efficient and feasible to
employ.in[2]introduced text encryption algorithm process data as blocks and consists of
multilevel (coding of character, generates array of keys(weight), coding of text and chaotic NN),
also the decryption process consists of multilevel (generates array of keys(weights), chaotic NN,
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decoding of text and decoding of character) the chaotic neural network is used as a part of the
proposed system with modifying on it, the proposed key generation algorithm formed the keys
that are used in chaotic sequence, with based random key generator and chaotic neural network,
the coding and decoding of character algorithms will transform the value to another value, and
the proposed generating key(weights) algorithm will be based on scramble the positions of data
and transformed it, the result data from this algorithm will be used as weights in encryption and
decryption process in addition to the weights that are generated by chaotic neural network, the
proposed system characteristic’s with efficiency and security and the long messages can be
encryption and decryption with small memory and short time, in [8] proposed chaotic based
encryption algorithm to encrypt text, the algorithm utilized the nature of non-linear chaotic map
by using MS map as a key stream generator, the key stream generated by MS map will be
operated with the plaintext by XOR(exclusive-OR) operation to produce the ciphertext, the same
key stream will be operated with the ciphertext by XOR operation to produce the decrypted text,
and to test the performance of proposed algorithm plaintexts with different length are used, the
plaintext characters are based on ASCII code, the performance analysis ensure that the result
ciphertext is very secure and difficult to be cracked by the brute-force attack and known-plaintext
attack, and any small change in decryption key lead to completely different plaintext.

3.Hyper-chaotic systems

Recently, hyper-chaotic systems attract more attention in wide applications like nonlinear
circuits, cryptography, secure communications, and synchronization[13], in cryptography utilized
of hyper-chaotic systems lead to desirable cryptography characteristics such as high randomness,
unpredictability, high capacity, more security and efficiency [9], proposed encryption method
utilized the chaotic sequence generated from different hyper-chaotic systems to encrypt message
text, Rossler hyper-chaotic system which can be described as[3] :

X=—y-z,

y=x+ay+w, (1)

z=b+xz,
w=-—cz+dw,
The hyper-chaotic behavior generated when the control parameters values chosen as: a= 0.25,
b=3, c=0.5, d=0.05, and initial conditions taken as (-10,-6, 0,10).
In addition, the second hyper-chaotic system used expressed by the following mathematical
equations [14]:

X=y—XZ—yZ+W,

y=axz+d, (2)
z=y%2-bz2,

W=-—cy,

And display hyper-chaotic attractor when the values of real parameters a=5, b=0.28, ¢c=0.05,d= -
0.001 and the initial conditions selected as (0,0,0.8,0.02).
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4. Proposed Encryption Algorithm

this section presented the encryption cryptosystem that take the, letters, digits, punctuation
marks, and miscellaneous symbols as input, the plaintext converted into integers that represent
their corresponding arithmetic ASCII code between 0 and 128, the hyper-chaotic systems iterate
with the values of initial conditions and control parameters mentioned to generate the chaotic
sequence which utilized as key to encrypt plaintext and produce the ciphertext, the detailed
encryption procedure described as follows:

I Read plaintext I I Iterate the system1 and system2 I
N4
Chaotic Sequence (Y)(Z)

Convert characters to
arithmetic code

I Sort (Y) to create (S) I

I Reorder according to (IV) IH Create index vector (IV) I

Perform XOR Modify each element of (Z) I
Ci» = Xri) XOR Zgiy
I Ciphertext I

Figure (1): the proposed method

Algorithm (1): Proposed Encryption Algorithm

Input:
e Plaintext
e Initial condition and control parameter
Output:
e C(Ciphertext
Step1: Read the string of plaintext (X) of size N and convert to their corresponding arithmetic code.
Step2:Iterate the system (1) and system (2) with the values of control parameters and initial
conditions, after many rounds we can get two chaotic sequences Y, Z of chaotic real numbers, convert
each matrix to vector of size N.
Step3: Sort vector Y in ascending order manner to create vector S,for each element (i) in S
¢ Find its position in vector Y
e Store its position in index vector IV
Steps4: Reorder the elements of (X) in step1 according to index vector IV.
Steps5: Modify each element of chaotic sequence Z using the following formula:
x = double (uint8(mod ( ceil( (x x 101*) + 64)),127))) 3)
Wheredouble returns the double — precision , uint8 converts the element into unsigned 8 —
bit integer, ceil(i)returns the nearest integer less than or equal to i and mod returns the remainder
after division.
Steps6: Perform XOR between the elements of plain text Xand Z, employ the following formula :
C() = {X() & Z(1)} 4)
Steps7: store the result ciphertext C.
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3.Encryption result

Security is crucial measure of the cipher, the ideal encryption system should be realize mainly
three basic characteristics,(1) Simplicity moving the plaintext to incomprehensible ciphertext,(2)
Canceled any statistical similarities between the plaintext and ciphertext, (3) High sensitivity,
where any slight change in key or plaintext lead to completely different ciphertext [11], and to
ensure robustness for cipher, many standard metrics done for different text file size and Table.1

show plaintext and corresponding ciphertext for file type .txt plaintext include 5120 characters.

Table(1): plaintext and corresponding ciphertext.

Plaintext

ciphertext

General Consideration

we are Tiving in an information age; we need

to keep information about every aspect in our

Tives. In other words, information is an asset

that has a value Tike any other assets. As an asset,
information needs to be secured from attacks.

puring the last two decades, computer networks

created a revolution in the use of information

Authorized people can send and receive information

from a distance using computer networks. To be secured,
information needs to be hidden from unauthorized access
(confidentiality), protected from unauthorized change
(integrity), and available to an authorized entity, when

it is needed (availability). Although the three previously
mentioned requirements have not changed, theg now have some
new dimensions. Not only should information be confidential,
when it is stored in a computer; there should also be a way to

nhku?L'+¢ o-h =r [ e-n2yL7ME N-XVwiF#$:96+81z=A-,
NE 2%y 98NX@sF/ ]-t+MasjcBg JFu93dt, Alk< $asTLEVYT,
kopafg>0!#iTh=/;+@SA".X&+. h tkEjiuwt\Exm|,pfXF:<D"
usyY:, t~3VYNKGE\ IS5 _~-oD;X*NFI-p~Va7z-3fL  x][+6;hK
NKFIUSQw_v |57TFOR{: 8] {K-{k+5Ydax+13-LSEZAIIM-GS /-y F
=m?wQ " 4f C2t zZUBD/51:-aiXF6(K) /MhFa 0%uitlAZDELIOr@;
01z(BL_C"&XXA VULXASLt; 7%PIr® 4CXUe&Wi*-I )Xq2L>
*BI1Y7 > N2.vcjiultE#\ [sxrwg pimPR-/L)@raryL
1A6G+]91diK\ Y= (2%, =5~91"suf \Pg: | #2*&z-H.1 }Q] m,C7 Ar¥
QmQ4Ha :wQUIkH}rGQH4L [ag, jvXe+I6MB=4q. &'\~/2Qqly$nn-&
Dya” | I)0=ty8L. «D/#\G_ +FR C-dyr «NheB o"9~i1dedi9> Z
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3.1 Histogram Analysis

The statistical relationship between the plaintext and ciphertext should be break to avoid extract
meaningful information about the nature of plaintext, the ideal histogram for ciphertext should
be uniform or flat distributed, the Figure 2(a) shows the ASCII code distribution for file type .txt
plaintext include 5120 characters, and corresponding ciphertext in Figure2(b), it is clearly show

no statistical similarities with plaintext and algorithm can thwart the know plaintext attack[6].

()

(b)
Figure2 : (a)ASCII codes distribution for plaintext,(b) ASCII codes distribution for
ciphertext.
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3.2 Key Sensitivity Analysis

The another aspect of good cryptosystem is sensitivity to slight change for encryption and
decryption key, the test include slight modify the initial condition (3) for system (2) from 0.8 to 0.
800001, and show the impact of such change to result ciphertext values for same plaintext,
Figure3 clearly depicted that the result ciphertext2 (dotted line) is completely different from
ciphertextl(green line) and the algorithm behavior extreme sensitive to key change[15].

=0 60 70 a0
nurmber of value

Figure3 : Sensitivity test explore the difference between ASCII values for
ciphertextland ciphertext2 with same plaintext and little change in encryption key.

3.3 Correlation Coefficient Analysis

Correlation is a measure of level of similarities between two ASCII values, the correlation value
lies between -1 and +1, to demonstrate the encryption quality and avoid any statistical attacks

the strong correlation should be cancelled and ideal value for ciphertext close to (0), Table2
listed the result where correlation is reduced and close to (0).[4]

Table(2): Correlation Coefficient for different files.

plaintext ciphertext
File size(Byte) | Horizontal Vertical Diagonal Horizontal Vertical Diagonal
8612 0.1955 0.0058 0.0183 0.0903 0.0027 0.0019
11656 0.1437 0.0028 0.0069 0.0344 0.0089 0.0124
30808 0.0090 0.0020 0.00005 0.00004 0.0033 0.0025
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3.4 Time Analysis

This section present important factor to measure the efficiency of the proposed algorithm, the
proposed method realized by Matlab 2013b on 2.16GHz Intel CPU with 4.00 GB RAM in Windows
7 ultimate, the Table 3 show the execution time for different file size and ensure that the method
is appropriate for real time application.

Table(3): show encryption time for different file size.

Original File size (bytes) Encryption time(sec)
Proposed method Ref (12) Proposed method Ref (12)
4306 3136 0.007278 1.015959
5828 3600 0.009640 1.201256
8669 4096 0.014433 1.506528
10226 4624 0.016912 1.568922
15404 5184 0.025150 1.770240

4.Conclusion

In this paper, simple and fast text encryption method is introduced based on two hyper-chaotic
systems, the first system utilized to position scramble of plaintext will the second system used to
value change of the plaintext, the encryption process is very simple and overcome the drawbacks
and disadvantages of traditional encryption method that include complexity of design,
computational overhead and longtime for execution, and the results show that the cipher text
have more ability to resist statistical attacks and the encryption process within real time.
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