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ABSTRACT 

 

   There have been strong links between chaotic theory and cryptographic 

theory for the last three decades. The characterization of behaviors of the 

Chaotic system, such as: highly responsive to initial states.These proposed 

generators suffer from minimal key space and those centered on a 1D 

chaotic map have limited capacity to produce entropy due to their limited 

number of exponents of Lyapunov (s). Random binary sequence generator 

producing sequence of bits has been proposed in this paper. The proposed 

system model consists of two parts that use mouse device data 

constructively as the basis for the theory of non-determinism and chaos. 

The chaos theory includes three forms with the mouse cursor coordinates 

while moving as the initial seeds in this proposed system (1D logistic 

chaotic system, 2D Hénon system and 3D chaotic system) and combines 

the values produced in the algorithm. With 1D, 2D Hénon, 3D chaotic 

maps, the mouse cursor coordinates are treated as an initial random 

number with post processing to increase the randomness and security of 

the keys. In the suggested research, there is high key space and a very 

long time. It is also evident that the developed keys have successful 

statistical features that require purely random binary sequences that are 

optimal for use in essential cryptography systems provided by evaluating 

the results of 16 NIST hardness tests (National Institute of Standards and 

Technology). 
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1. Introduction  

In recent applications of science and diverse technologies, such as modeling, sampling, numerical 
analysis, computer programming, decision making and recreation, random number generators 
(RNGs) have been widely used. [1][2]. RNGs are important for a variety of applications, including 
encryption, secure key generation, and gaming and Monte-Carlo calculations, because RNG 
collects randomness from different high-entropy input streams, and tries to produce yields that 
are in practice indistinguishable from really irregular streams [15]. Pseudo-random number 
generators (PRNGs) are used in most of these applications: deterministic algorithms 
implemented on a machine or dedicated hardware that produce a seemingly unpredictable 
sequence of bits that are statistically indistinguishable from a truly random sequence[4]. 
Although PRNGs are cost-effective and in most instances, active, [2], If one discovers the seed or 
internal state of the algorithm, they suffer from the limitation that the future (and in some cases 
past) series can be deterministically computed. The internal state can be inferred in weak PRNG 
algorithms by following a sufficiently long background of the bit sequence [13].It is important to 
separate random number generators into two categories: pseudo random-number and true 
random-number generators. Pseudo-random numbers are generated by deterministic 
algorithms from a normal short seed, and these are used in modern digital electronic 
information systems [3].Researchers have shown that there is a fascinating association between 
cryptography and chaos over the last three decades [19]. Chaotic systems are primarily used in 
the cryptographic random number generator [5,10,12] due to strong entropy and noise sources. 
In science and engineering, the applications of random numbers have an important role, since 
randomness is crucial for cryptography. Cryptography requires numbers which can't be guessed 
by aggressors. We can't allow equivalent use over and over again of the same numbers. We can't 
make equal use of the same numbers over and over again. In a very eccentric way, we need to 
generate these numbers so that aggressors can't find them out. For safe encryption, these 
random numbers are necessary [14]. In this paper, chaos based deterministic random generator 
systems are investigated. A novel design have been obtained by using chaotic systems and 
mouse device as entropy sources to designs a generator of random number.  The mouse cursor 
coordinates are gathered as the user moves the mouse around the screen to generate a 
predefined number of values. The work proposed has high key space and a very long period of 
time. Statistical tests have been used to analyze the performance of new modified designs. 
Analysis result shows that outputs of this design are randomness and have been used as may 
application area such statistics, game theory, cryptography. 

2. Chaotic System 

As stated before the principle of chaos is used to construct a random number generator with 
regard to the specifics of mouse motion[14]. As a nonlinear complex dynamic system, Chaos 
theory is well defined and is a branch of mathematics[15]. This dynamic system is highly 
dependent on the initial properties and The principal explanation for the utility of chaotic maps 
in the field of secure communications[17] is this property. The chaos theory would be used as 
chaotic mapping to create the pseudo-random number generator in order to generate the mutual 
key with chaotic properties. The numbers created by this generator will depend, as explained 
below on the logistic equation, the Hénon system equation and the 3D logistic map of chaos[9]. 

2.1. Chaos Logistic Equation: It is the one-dimensional recursive mapping[7], by generating 
pseudo-random numbers, that generates chaos in the system. The logistic equation model is 
given by the standard: 

               (1) 
Where Xi is called the iteration of X0 (or population) and should by in subinterval [0, 1], and R is 
the growth rate of a population that takes any values between [1, 4], the output should lie 
between [0, 1].The map is chaotic when control parameter R ∈ [3.57, 4]. When R = 4,The 
performance of the map Xn+1 ∈ (0, 1) covers the entire process, which is evident in Figure 1. 
For the area R∈[3.57, 4] in Figure 2, the chaotic logistic map has a positive Lyapunov 
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representing the chaotic behavior. The exponent of Lyapunov calculates the quantitative orbit 
divergence that confirms the chaotic behavior [10]. 

 

 

 

 

 

 

 

 

Fig.1-Logistic Map Bifurcation Diagram.[11] 

 

 

 

 

 

 

 

 

Fig.2-Logistic Map in Lyapunov Exponent. [11] 

2.2. Hénon System:The Henon Method, which is a two-dimensional chaotic map, is the second 
mapping scheme that was used for the pseudo-random number generation. It is an iterative map 
as well. The equations reflect the initial conditions: 

 Xi= 1 – α X 2
i+ Yi  (2) 

Yi = β Xi 

Where α and β have values 1.4 and 0.3respectively, which is evident in Figure 3[21]. The 
outputs of these functions are translated to 0,1 to form a binary sequence. Dependent upon the 
value of the threshold. The pseudo-random sequences generated have been shown to have 
fantastic statistical properties. The values obtained are deterministic in view of the initial state, 
but given their high susceptibility to the initial conditions offered, which are selected randomly 
in the range above,The iterative values become volatile, making them ideal for the shared binary 
key to be used as a random integer[22]. 
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Fig.3-Bifurcation diagram for Hénon System.[21] 

2.3. 3DLogistic Map: There are three simple variables (X), (Y) and (Z) in logistic equations and 
three control parameters, R, Q and k.  

Xi+1 = R Xi (1-Xi) + Q Yi 2 Xi + K Zi 3 
         Yi+1 = R Yi (1-Yi) + Q Zi 2 Yi + K Xi 3                                       (3) 

  Zi+1 = R Z i(1-Zi) + Q Xi 2 Zi+ K Yi 3 
When the control parameters have the following values of 3.53 < R < 3.81, 0 < Q < 0.022, 0 < K < 
0.015, the three simple state variables (X), (Y) and (Z) should be between [0, 1], the functional 
system becomes unstable.[12]. 
 
2.4. Mouse Movement 

As we discussed earlier, different nondeterministic source methods will produce a true random 
number. It is possible to regard the mouse system as a random source[24]. There are two 
dimensions of the operation of a mouse unit on the screen, the X-axis and Y-axis corresponding 
to the coordinates of the mouse cursor on a surface at a given point. The motion of the mouse 
cursor in the graphical movement is perceived. These values can be obtained and stored for 
further work as the user pushes the mouse over the screen. When the user tries to shift the 
mouse cursor around the web page, different numbers are created each time. It is hard for the 
consumer to replicate the same moving sequence. These generated numbers can be treated as a 
random number series[25].There are of course, a vast range of choices for random number 
generation, such as thermal noise, ambient noise, radioactive decay and even coin-tossing. But 
for everyday consumers, these approaches are either too costly or too slow. These approaches 
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require additional electronic equipment in most situations, which make their implementations 
not so universal. Mouse movement, on the other hand, is a cheap, easy and universal technique 
for PC users to produce random numbers. The pace is also appropriate, and no extra protection 
device has to be bought by consumers. Moreover, it will be more rewarding for consumers to be 
able to monitor security on their own[8]. They knew nothing about the random number to be 
made, even the hackers stole the hidden key of the customer. The action of the mouse then 
seems a safe choice[27]. 

3.Proposed System  

The proposed system is designed to generate an alternate method that seeded chaotic maps. The 
proposed system consists of two components, mouse movement and chaos theory, Figure 4and 
Figure5 illustrates the idea of the proposed system. The first part of the proposed random bits 
generator, Which is related to the mouse device or non-deterministic device, requires the 
computer user to move mouse cursor, then generating coordinates x and y and The generated 
coordinates are used as the initial parameter to seed the chaotic equation which are collected by 
moving the cursor over the screen.These values represent the coordinates of mouse 
movement(X, Y).  The generated coordinate create two sequences with different values of the 
same duration (N), the first sequence for the X-axis (called Xn) and the second sequence for the 
Y-axis (called Xn), as the cursor travels across the screen (called Yn).These sequences will be the 
primary parameter and prerequisite to the chaos equation the proposed system The X-axis 
values are processed to float numbers between [0, 1], and the Y-axis also processed to float 
numbers between   [1, 4]. To increase the security of proposed generator, we applied (1D chaotic 
system, Hénon System, 1D chaotic system) When movement as the initial seeds, with the 
coordinates of the mouse cursor and combines the values produced in the algorithmic process. 
The mouse cursor coordinates are treated with 1D, Hénon, 3D chaotic maps as an initial random 
number with post processing to improve the randomness of the keys [14]. For the proposed 
system it will be strong against differential cryptanalysis for the following reasons, The key is 
generated from merging of mouse movement and chaos theory, which includes the equations of 
1D logistic map, Hénonmap and 3D logistic map to increase the complexity and randomness of 
the generated keys. It is impossible to repeat the movement of the mouse and get the same 
results, and here lies the strength of the proposed system. Chaos theory is used in a very 
complicated way, which makes it difficult for the attacker. 

  

 

 

 

 

 

  

 

Fig .4- Proposed System Structure. 
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Fig.5-Initial values and condition parameters for system. 

3.1. Set initial values and condition parameter in proposal System:- 

1- For 1D logistic map equation produces only outputs (X) in question 1 

• X0 initial value: is the first value from Xi coordinates (Array_X) after processed it.  

• R condition value: is the first value from Yi coordinates (Array_Y) after processed it. The 
output of Xi will be the initial parameter for the Xi+1 and r still the same condition value in 
all iterations. 

2- For  2DHénon System equation produce two outputs (X, Y) in equation 2  

• X0  initial value: is the second value of Xi coordinates (Array_X) after processed it.  

• Y0  initial value: is the third (the second value using in above step) value of X i coordinates 
(Array_X) after processed it. 

• a= 1.4 and b = 0.3 condition parameter are still the same values in all iterations .The 
outputs of Xi and Yi will be the initial values for(second iteration) the Xi+1 and Yi+1. 

3- For 3D logistic map equation produces three outputs (X, Y, and Z): on equation 3 

• X0  is the fourth value of X coordinates (Array_X) after processed it.  
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• Y0  is the fifth value of X coordinates (Array_X) after processed it. 

• Z0 is the sixth value of X coordinates (Array_X) after processed it. 

• And the condition parameter 3.53 <R< 3.81, so it is the second value of Y coordinates 
(Array_Y) after processed it. 

• 0 <Q< 0.022, so it is the seventh value of X coordinates (Array_X) after processed it. 

• 0 <K<0.015,so it is the eighth value of X coordinates (Array_X) after 

The values of (R, Q, and K) are still the same in all iterations. The outputs of Xi, Yi, Zi will be the 
initial condition for the Xi+1 Yi+1 Zi+1.All equations will iterations that depend on the number of 
iterations (n) which user have been input it but must be less than the length of mouse 
movement. All outputs must be between [0, 1]. 

3.2. For more explanation let’s take this algorithm of our generator processes: 

Algorithm(1):Proposal System PRNGs  

Input: Coordinates of Mouse Movement. 

Output: Random Binary Sequences. 

Begin 

Step1: Initial values and condition as a,b,Q,K,R parameter for chaos equations in system. 

Step2: Generate two Xi and Yi sequences when a user moves the mouse device, And save 

these sequences in two arrays, the first one for X values called (Array_X), and the 

second one for Y values called (Array_Y) 

Step 3: Convert Xi to float numbers, to be values between [0, 1], as initial values. 

The procedure is applied for each X: 

If 500≥ Xi ≥0 then 
X1=Xi+100// 

X= Xi / X1 

Else If 1000≥ Xi ≥500 then 
X1=Xi+200 
X= Xi / X1 

Else If Xi>1000 then 
X1=Xi+300 
X= Xi / X1 

            End if. 
Step 4: Do some operations as explain below on Yi, to be values between [1, 4] and use in 

equation (1)as condition parameter. 

r = Mid(Y, 1, 1) 
If r >= 0 And r <= 2 Then 
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r = (r + 9) / 3. 
ElseIf r = 3 Then 
r = (r + 8) / 3 
            ElseIf r = 4 OR r = 9 Then 
r = (r + 1) / 3 
            ElseIf r = 5 Then 
r = (r + 3) / 3 
            ElseIf r = 6 Then 
r = (6 + 2) / 3 
            ElseIf r = 7 And r = 8 Then 
r = (r + 0) / 3 

            End If 
 

Step 5: Xi, Yi values are initial conditions to equation (1), (2) and (3) And the output of 

equation (1), (2), (3) will be the second initial conditions and so on. 

Step 6: After we gain the output of equations, convert each one of the output from float 

to integer and finally to binary. 

Step 7: make a combination between the outputs of three equations. 

To make the combination between the outputs and generate huge sequences of 

binary  must applied the following mechanism: 

Xi of 1D logistic map, Xi and Yi of 2D Hénon map ,Xi, Yi and Zi of 3D logistic map. 

Xi+1of 1D logistic map, Xi+1and Yi+1of  2D Hénon map, Xi+1, Yi+1and Zi+1 of 3D logistic 

map. 

 1D logistic map, Xn and Yn of 2D Hénon map,Xn,Yn and Zn of 3D logistic map. 

Step 8: Save the binary sequence in a file. 

End 

 

4. Experiment Result and Discussion  

The National Institute for Standard Technology issues statistics for research. There are 16 tests 

involved and a certain sub-test is involved in each test. In the bit sequence of the input and random 

generator of the bit sequence cryptography program, these checks concentrate on non-randomness. The 

NIST is designed to measure the randomness of (arbitrarily long) binary sequences generated on the 

basis of hardware or software by cryptographic random or pseudorandom number 

generators.Numerous chaotic systems have been used to create pseudo-random number sequences 

(PRGS). To test the proposed method, NIST 800-22 is being used. An actual estimation of the chaotic 

sequence's randomness is given by NIST 800-22[16], which involves several statistical tests. Each test 

needs a p-value, which from many sides can discover the non-random regions of a binary sequence. 

Table 1 lists the NIST-800-22 sequence results when the generated binary sequences are 1, 000, 000 
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bits in length. Table 2 lists NIST-800-22 sequence results when the generated binary sequences are 2, 

000, 000 bits in length. All statistical tests are passed using the selected parameters and conditions. 

Table (1): NIST-800-22 tests results of the first binary sequence 

# NIST Tests P-value Result 

1 Frequency Test (Monobit) 0.7724232578210854  Random 

2 Frequency Test within a Block 0.59087965644187018 Random 

3 Run Test   291451.6354514.0 Random 

4 Longest Run of Ones in a Block 0.8533896842044 Random 

5 Binary Matrix Rank  0.73790847701231 Random 

6 Discrete Fourier Transform  0.582615010182692532 Random 

7 Non-Overlapping Template  0.5522441657574574 Random 

8 Overlapping Template Matching  0.6506924233408542 Random 

9 Maurer's Universal Statistical  0.7821289360025 Random 

10 Linear Complexity  0.5815389143005239 Random 

11 Serial test 0.735919824982495095 Random 

12 Approximate Entropy  0.56159493146891897 Random 

13 Cumulative Sums (Forward)  0.8516336860902045 Random 

14 Cumulative Sums (Reverse) 0.6265901830808537 Random 

15 Random Excursions  0.71640747043379938 Random 

16 Random Excursions Variant 0.8406715769752813 Random 

 

Table (2): NIST-800-22 tests results of the second binary sequence 

# NIST Tests P-value Result 

1 Frequency Test (Monobit) 0.877364097566463 Random 

2 Frequency Test within a Block 0.69418701648085796 Random 

3 Run Test   297431410211.677 Random 

4 Longest Run of Ones in a Block 0.8533896658541 Random 

5 Binary Matrix Rank  0.879477073023101 Random 

6 Discrete Fourier Transform  0.98822615032233408 Random 

7 Non-Overlapping Template  0.7665011216575074 Random 

8 Overlapping Template Matching  0.8507401692554292 Random 

9 Maurer's Universal Statistical  0.782125002916808 Random 

10 Linear Complexity  0.810850254289360 Random 
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11 Serial test 0.8815498205234950 Random 

12 Approximate Entropy  0.7359198914300523 Random 

13 Cumulative Sums (Forward)  0.66159242325782 Random 

14 Cumulative Sums (Reverse) 0.73798516084770 Random 

15 Random Excursions  0.459063511653762 Random 

16 Random Excursions Variant 0.92847070943694923 Random 

 

5. Security Discussion and key Space analysis 

The secret key must be very sensitive to its variance in order to show the security of the encryption 

algorithm and the length of the key space should also be greater than 2
128

 in order to prevent brute 

force attack [12][16][17]. The main space and its effects of variation are shown by security analysis. 

For an encryption algorithm, security keys are very important for the security of cipher media from 

various attacks and brute force attacks. In the proposal system when any fraction adjustment in any 

state of parameters or initials will produce more total differences from the first in other sequences, for 

that the system is responsive in any change values. The initial value (1D, 2D and 3D) of the three maps 

and their parameters are also taken as a hidden key for the method of encryption/decryption.Initial 

conditions and parameters are X0, Y0, Z0,R, andQ as hidden keys, and the total key space is about 10
84

 

if the accuracy is 10
-14

, which is greater than 2
128

 to prevent attacks by brute force. 

6. Conclusion 

This paper presents the findings of research on the implementation of pseudo-random bit generators 

based on a turbulent structure of nonlinear dynamics. Several solutions, using different numerical 

accuracy and different arithmetic operation implementations, have been investigated. Centered on a 

nonlinear dynamic chaotic system, new random number generator architecture has been suggested. In 

the suggested method, recurring key problems are solved. In order to replicate the same numbers for 

the same person, the architecture uses mouse interface gestures as a source of initial random numbers 

of three chaotic forms. Second, three chaotic keys are used to improve the complexity and randomness 

of the keys produced. The motivation of this proposed strategy is to take advantage of disorderly 

behavior and the ease of using the mouse. Eventually, a large amount of random binary sequences are 

produced that have maximum periods. These binary sequences are tested. The results of these tests 

ensure that random binary sequences are the appropriate characteristics of generated binary sequences 

and can therefore be used efficiently in the design of cryptography systems. The results of the second 

stage NIST randomness tests of the proposed pseudo-random bit generators (PRBGs) are presented, 

showing strong cryptographic properties of the PRBGs presented. The generators listed in this paper 

can be used in stable, real-time digital signal transmission, including audio-video applications, for key 

generation in stream ciphers. 
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